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ABSTRACT

Race Condition is a vulnerability in which two or more processes input or manipulate a common resource at the same time,
resulting in unintended results. This vulnerability can lead to problems such as denial of service, elevation of privilege. When
a vulnerability occurs in software, the relevant information is documented, but often the cause of the vulnerability or the source
code is not disclosed. In this case, analysis at the binary level is necessary to detect the vulnerability. This paper aims to detect
the Time-Of-Check Time-Of-Use (TOCTOU) Race Condition vulnerability of UNIX kernel-based File System at the binary level.
So far, various detection techniques of static/dynamic analysis techniques have been studied for the vulnerability. Existing
vulnerability detection tools using static analysis detect through source code analysis, and there are currently few studies conducted
at the binary level. In this paper, we propose a method for detecting TOCTOU Race Condition in File System based on Control
Flow Graph and Call Graph through Binary Analysis Platform (BAP), a binary static analysis tool.
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Table 1. 7PK - Time and State

ID Name
CWE-364 Signal Handler Race Condition
Time-of-check Time-of-use
CWHE-367 (TOCTOU) Race Condition
CWE-377 Insecure Temporary File
CWE-382 J2EE Bad Practlc.esi Use of
System.exit()
CWE-383 J2EE Bad Practices: Direct Use
of Threads

CWE-384 Session Fixation

B Unrestricted Externally
CWE-412 Accessible Lock
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2.1 TOCTOU (Time-Of-Check Time-Of-Use)
Race Condition
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Fig. 1. TOCTOU Race Condition
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void main (int argc, char xxargv)
{
int fd;
/+ If my invoker cannot access
argv([l], then exit. =/
if (access(argv[l], R_OK) != 0)
exit (1);
fd = open(argv[1l], O_RDONLY);
/* Use fd... x/
}

Fig. 2. Examples of general access/open usage
including TOCTOU Race Condition vulnerability

void main(int argc, char *xargv)
{
/* Assume "file" refers to a file
readable by the attacker. */

if (fork() == 0) {
system("victim file");
exit (0);

}
usleep (1) ;

unlink ("file");
link ("/etc/shadow", "file");

Fig. 3. Attack code wusing TOCTOU Race
Condition vulnerability

Victim Attacker
access ("file", R_OK)
Context switch ———
unlink ("file")
link ("/etc/shadow",
"file™)

-<— Context switch

open ("file", O_RDONLY)

Fig. 4. Process flow when the TOCTOU Race
Condition attack is successful
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2.2 ELF (Executable and Linkable Format)

ELF(Executable and Linkable Format):
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2.3 Mach-O (Mach-Object)
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Table 2. Performance comparison of binary analysis tools for Mach-O binaries
IDA Pro Angr BAP Radare2
IR Language REIL VEX BIL ESIL

File Parsing O A (@] O

Function Identification Analysis O A O O

Disassembly O O 0O O

IR Lifting A A A 0]

CFG Construction O A (0] O

Built-in Static Analysis X (0] (0] X
Angr(10J(11)= UC Santa Barbara$} A=A E AR s WAlS ARSSt] ©R)Eke 1)

Arizona State University7} #&=tste] wte 2
E42 vlolde] B4 fE2lE 2 C9F Pythono®
M= A}, AHSSHE IR VEXe|w, 7|3 Alg),
CFG #4, Data-dependency ¥4, Value-set
A A AA B s Z]%l?{h’/}.

BAP(Binary Analysis Platform)(12](13)
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4.1 Check-Use Pair A|laLX

UNIX 718 714k File System? WiAto= g
TOCTOU Race Conditione EA3 e =
Foz qld e 4 35S Weid] A7(19)e14
AABHA Aelsteden] ¢o]E Check-Use Pairg}
g}, g AT WLl Ao Adds s
e Symbole ZA  Creation, Remove,
NormalUse, Check? ¥l 7HA] 3oz EF5
o, o] Table 4.° Aestict. =g Aol w=t
Z7ke] F3ol E3l= T AES Table 5.,
FddSs F943l=  Check-Use Pair Z%&
Table 3.° A=|3}3ict.
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Table 3. Classification of TOCTOU Pairs

Use Explicit check

Implicit check

Create a regular file

CheckSetxFileCreationSet

FileRemoveSetxFileCreationSet

Create a directory

CheckSetxDirCreationSet

DirRemoveSetxDirCreationSet

Create a link

CheckSetxLinkCreationSet

LinkRemoveSet x LinkCreationSet

Read/Write/Execute or
Change the attribute of
a regular file

CheckSetxFileNormalUseSet

(FileCreationSetxFileNormalUseSet) U
(LinkCreationSetxFileNormalUseSet) U
(FileNormalUseSetxFileNormalUseSet)

Access or change the
attribute of a directory

CheckSetxDirNormalUseSet

(DirCreationSetxDirNormalUseSet) U
(LinkCreationSetxDirNormalUseSet) U
(DirNormalUseSetxDirNormalUseSet)

Table 4. Classification of Check-Use Set

Set Type Subtype
FileCreationSet
CreationSet LinkCreationSet
DirCreationSet
FileRemoveSet
RemoveSet LinkRemoveSet
DirRemoveSet
FileNormalUseSet
NormalUseSet DirNormalUseSet
CheckSet none

Table 5. Classification of Function Symbol

Set Type Function Symbol
FileCreationSet {Creat’n open, mknod,
rename}
LinkCreationSet {link, symlink, rename}
DirCreationSet {mkdir, rename}
FileRemoveSet {unlink, rename}
LinkRemoveSet {unlink, rename}
DirRemoveSet {rmdir, rename)}
. § {chmod, chown, truncate,
FileNormalUseSet .
utime, open, execve}
{chmod, chown, utime,
DirNormalUseSet mount, chdir, chroot,
pivot_root)
CheckSet {stat, access}

4.2 XNU 7€ Hto|Hz2|

24

Fdgt UNIX 7|4k Aozt 3e=l® Linux
o] ELF npelyzlel Mac OSe] Mach-O #lelu]
2= EHE Aolrk EAgeE. R e dF=
ELF rlelviels oz =7 ool
Mach-O Hlelye]el] 2tz A4 7}53A]ef sl
e A%l Hol9dAl Yt

Mach-O ®leluig] & mdk Hx =2 sl 97|
Lo vlo] ]S 2 el e} glgden nf
ojifz] A Tl BAPS AREsle] A4 XNU
Ade] IRE #4& 8332 Linuxels veht
£ 3 Ay sug alsledct. AAl = el
g A% Linuxelx Yepdes 49 A8} wAg
apol 7t gle-S Flsigion I 7}
F7lEle]l Yehves AS gald 4 g9ldtt Fig. 5.
= AA XNU A9 7]9ke] Mach-0 uleluz] & &
A3 A3E vepd Aot}

[
X

cwe_367_mac: file format Mach-O 64-bit x86-64

SYMBOL TABLE:

0000000100000000 g F __TEXT,__text __mh_execute_header

0000000100000e50 g F __TEXT,_text _main
0000000000000000 *UND* ___memset_chk
0000000000000000 *UND* _access
0000000000000000 *UND* _close
0000000000000000 *UND* _exit
0000000000000000 *UND* _free
0000000000000000 *UND* _malloc
0000000000000000 *UND* _open
0000000000000000 *UND* _write
0000000000000000 *UND* dyld_stub_binder

Fig. 5. Function symbol form found in actual
Mach-O binary

B =% EXE Linux 7149 ELF #Hle|dz]
e e ® 3= Zlo] ofd, XNU A4
Mach-O ®le|yg]E Eg3le] UNIX 7@ 714k
File System= tA2z 3 TOCTOU Race

Condition #A<L Bx)el= AL 2T 31 9
o} Hkd &x A A 7 7He A2 U
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Fig. 6. Vulnerability detection process within a
single function
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Table 6. CWE-367 Evaluation Dataset

Test Case access, open stat, open
Good 18 18
Badl 18 18
Bad2 18 18
FP1 18 18
FP2 18 18
Total 90 90
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Table 7. CWE-Checker Performance Valuation

Test Case | Detection/Set Rate (%)
Good 0/72 0
Badl 72/72 100
Bad2 0/72 0
FP1 72/12 100
FP2 0/72 0

Table 8. Proposed Approach Performance
Valuation

Test Case | Detection/Set Rate (%)
Good 0/72 0
Badl 72/72 100
Bad2 72/72 100
FP1 0/72 0
FP2 0/72 0

Table 9. Summary of comparison for the
proposed approach vulnerability detection in
Juliet test suite
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